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CC0/StockSnap/Pixabay	Just	in	case	you	still	don’t	know,	an	internet	protocol	address	or	IP	address	is	a	set	of	numbers	that	uniquely	identifies	each	device	—	such	as	computers,	mobile	phones,	cameras	and	printers	—	connected	to	a	TCP/IP	network.	All	IP	addresses	have	two	main	parts.	One	of	the	numerical	parts	identifies	the	network	and	the	other
one	is	the	host.	In	some	cases,	obtaining	an	IP	address	is	enough	to	trace	it	to	a	general	location	—	or	even	right	down	to	the	device	itself.	So	how	can	you	trace	an	IP	address?	The	following	shows	one	way	of	obtaining	particular	IP	address	and	how	you	can	go	about	tracing	its	physical	location.	Obtain	the	IP	Address	Via	the	Command	Prompt.One
way	of	obtaining	the	IP	address	—	say	for	a	particular	website	—	is	by	using	the	Windows	command	prompt.	If	you	already	have	the	IP	address	of	the	device	you	want	to	trace,	proceed	to	the	next	step.	Open	the	command	prompt	by	typing	“cmd”	on	the	Windows	search	field.	Type	“ping	(host	name).	For	example,	if	you	want	to	know	the	IP	address	of
Instagram	type	“ping	Instagram.com.”	A	line	will	appear	that	says	“Pinging	(website)	(IP	address)”	or	“Pinging	instagram.com	(IP	address).”	Use	a	Free	IP	locator	toolOnce	you	have	the	IP	address,	go	to	one	of	the	many	websites	that	offer	free	IP	locator	services.	For	this	instruction,	the	free	IP	locator	service	is	whoisdomaintools.com.	On	the	address
bar,	type	(IP	address	that	you	want	to	trace).	Check	the	ResultsThe	results	will	yield	the	IP	address’	country	of	origin,	the	internet	service	provider	(ISP)	or	organization	that	owns	the	IP,	and	the	proximity	location.	There	are	other	IP	locator	tools	available	online,	and	you	may	try	them	as	well.	Some	tools	may	work	better	at	tracing	the	IP	address’
physical	location	and	others	may	not	give	you	good	results.	Call	the	ISPKeep	in	mind	that	the	results	may	not	be	even	close	to	the	actual	physical	location	of	the	device.	However,	the	ISP	on	the	trace	results	will	very	likely	be	right	on	the	money.	If	you’re	bent	on	finding	out	the	physical	location	of	the	IP	address,	consider	calling	the	ISP	and	ask	for
their	help	in	finding	out	its	physical	address.	Explore	Legal	MeansThere’s	a	strong	chance	the	ISP’s	internal	protocols	will	keep	them	from	revealing	the	physical	location	of	the	ISP.	This	protects	their	subscribers	from	scams,	extortions	and	stalking.	However,	if	you’re	tracing	a	particular	ISP	because	you	were	a	victim	of	a	scam,	extortion	or
harassment	by	a	stalker	using	one	of	their	nodes,	then	you	may	explore	legal	means	to	get	the	ISP	to	give	you	the	physical	location	of	an	IP	address.	MORE	FROM	QUESTIONSANSWERED.NET	Updated:	05/16/2020	by	Computer	Hope	IP	may	refer	to	any	of	the	following:	1.	The	IP	(Internet	Protocol)	is	the	fundamental	protocol	for	communications	on
the	Internet.	It	specifies	the	way	information	is	packetized,	addressed,	transferred,	routed,	and	received	by	networked	devices.	Its	development	began	in	1974,	led	by	computer	scientists	Bob	Kahn	and	Vint	Cerf.	It	is	frequently	used	in	conjunction	with	the	Transmission	Control	Protocol,	or	TCP.	Together	they	are	referred	to	as	TCP/IP.	The	first	major
version	of	the	Internet	Protocol	was	version	4,	or	IPv4.	In	1981,	it	was	formally	defined	in	RFC	791	by	the	Internet	Engineering	Task	Force,	or	IETF.	Historic	document:	Read	the	text	of	RFC	791.	The	successor	to	IPv4	is	IPv6,	which	was	formalized	by	the	IETF	in	1998.	It	was	designed	to	eventually	replace	IPv4.	As	of	2018,	IPv6	governs	approximately
20%	of	all	Internet	traffic.	IP	addresses	An	IP	address	is	a	number	identifying	of	a	computer	or	another	device	on	the	Internet.	It	is	similar	to	a	mailing	address,	which	identifies	where	postal	mail	comes	from	and	where	it	should	be	delivered.	IP	addresses	uniquely	identify	the	source	and	destination	of	data	transmitted	with	the	Internet	Protocol.	IPv4
and	IPv6	addresses	IPv4	addresses	are	32	bits	long	(four	bytes).	An	example	of	an	IPv4	address	is	216.58.216.164,	which	is	the	front	page	of	Google.com.	The	maximum	value	of	a	32-bit	number	is	232,	or	4,294,967,296.	So	the	maximum	number	of	IPv4	addresses,	which	is	called	its	address	space,	is	about	4.3	billion.	In	the	1980s,	this	was	sufficient	to
address	every	networked	device,	but	scientists	knew	that	this	space	would	quickly	become	exhausted.	Technologies	like	NAT	have	delayed	the	problem	by	allowing	many	devices	to	use	a	single	IP	address,	but	a	larger	address	space	is	needed	to	serve	the	modern	Internet.	A	major	advantage	of	IPv6	is	that	it	uses	128	bits	of	data	to	store	an	address,
permitting	2128	unique	addresses,	or	340,282,366,920,938,463,463,374,607,431,768,211,456.	The	size	of	IPv6's	address	space	—	340	duodecillion	—	is	much,	much	larger	than	IPv4.	IP	address	classes	With	an	IPv4	IP	address,	there	are	five	classes	of	available	IP	ranges:	Class	A,	Class	B,	Class	C,	Class	D	and	Class	E,	while	only	A,	B,	and	C	are
commonly	used.	Each	class	allows	for	a	range	of	valid	IP	addresses,	shown	in	the	following	table.	Class	Address	range	Supports	Class	A	1.0.0.1	to	126.255.255.254	Supports	16	million	hosts	on	each	of	127	networks.	Class	B	128.1.0.1	to	191.255.255.254	Supports	65,000	hosts	on	each	of	16,000	networks.	Class	C	192.0.1.1	to	223.255.254.254
Supports	254	hosts	on	each	of	2	million	networks.	Class	D	224.0.0.0	to	239.255.255.255	Reserved	for	multicast	groups.	Class	E	240.0.0.0	to	254.255.255.254	Reserved	for	future	use,	or	research	and	development	purposes.	Ranges	127.x.x.x	are	reserved	for	the	loopback	or	localhost,	for	example,	127.0.0.1	is	the	loopback	address.	Range
255.255.255.255	broadcasts	to	all	hosts	on	the	local	network.	IP	address	breakdown	Every	IPv4	address	is	broken	down	into	four	octets	(another	name	for	bytes)	that	range	from	0	to	255	and	translated	into	binary	to	represent	the	actual	IP	address.	The	table	below	looks	at	the	IPv4	address	255.255.255.255.	In	decimal:	255	255	255	255	In	binary:
11111111	11111111	11111111	11111111	In	octal:	377	377	377	377	In	hexadecimal:	FF	FF	FF	FF	As	another	example,	let's	break	down	the	IPv4	address	166.70.10.23	in	the	following	table.	The	first	row	contains	the	separate	octets	(bytes)	of	the	IP	address,	represented	in	decimal.	In	decimal	representation,	the	rightmost	digit	is	multiplied	by	1	(100),
the	second-rightmost	digit	is	multiplied	by	10	(101),	the	third-rightmost	is	multiplied	by	100	(102),	etc.	The	second	row	of	the	table	shows	the	same	numeric	values,	represented	in	binary.	In	binary,	the	rightmost	digit	is	multiplied	by	1	(20),	the	second-rightmost	digit	is	multiplied	by	2	(21),	the	third-rightmost	digit	is	multiplied	by	4	(22),	etc.	The	third
row	shows	how	the	binary	representation	can	be	converted	to	decimal,	by	converting	the	individual	digits	and	adding	the	values.	Binary	digits	in	bold	correspond	to	the	values	added.	Decimal	value:	166	70	10	23	Binary	value:	10100110	01000110	00001010	00010111	Conversion:	128+32+4+2=166	64+4+2=70	8+2=10	16+4+2+1=23	Static	vs.
dynamic	IP	addresses	IP	addresses	are	assigned	in	two	different	ways.	They	may	be	dynamically	assigned	(they	can	change	automatically)	or	statically	assigned	(they're	intended	not	to	change,	and	must	be	changed	manually).	Most	home	networks	use	dynamic	allocation.	Your	router	uses	DHCP	to	temporarily	assign,	or	"lease,"	an	IP	address	to	your
device.	After	a	some	time,	this	lease	"expires,"	and	the	router	renews	your	old	address	or	assigns	you	a	new	one	depending	on	the	router	configuration.	The	most	common	default	addresses	assigned	by	home	routers	are	shown	below.	192.168.1.0	This	number,	called	the	network	number,	identifies	the	network	as	a	whole,	and	is	not	assigned	to	a
device.	192.168.1.1	The	common	default	address	assigned	to	the	gateway	device.	In	most	home	networks,	the	gateway	is	the	router	itself.	192.168.1.2	Another	common	gateway	address.	Or,	it	may	be	assigned	to	a	device	on	the	network.	192.168.1.3–254	Assigned	to	devices	on	the	network.	192.168.1.255	The	broadcast	address	of	the	network.	Data
sent	to	this	address	is	automatically	broadcast	to	addresses	1–254.	If	you	have	ever	tried	to	change	the	settings	on	your	router,	you	may	be	familiar	with	the	address	192.168.1.1.	Commonly,	this	is	your	router's	address,	if	you	enter	this	address	into	the	address	bar	of	your	web	browser,	you	can	open	your	router's	configuration	interface.	(Your	router's
address	may	be	different	-	check	your	manual.)	How	do	I	adjust	the	settings	of	my	home	router?	How	data	is	sent	to	an	IP	address	on	another	network	The	following	diagram	illustrates	how	your	home	computer	might	obtain	an	IP	address	and	send	data	to	an	IP	address	on	another	network.	For	more	information,	see:	How	do	computers	connect	over
the	Internet?	Other	Internet	protocols	IP	is	one	protocol	that	devices	use	to	communicate	on	the	Internet.	Some	are	used	in	conjunction	with	IP,	and	some	are	used	independently.	Examples	include	SMTP,	which	is	used	to	transmit	e-mail,	and	HTTP,	which	is	used	to	transmit	hypermedia.	For	more	information	about	protocols	in	general,	see	our
protocol	definition.	Who	assigns	IP	addresses?	In	most	local	or	home	networks,	the	computer	and	devices	on	the	network	are	assigned	an	internal	IP	addresses	by	the	router.	On	the	Internet,	IP	address	blocks	are	assigned	out	by	ICANN	to	ISPs	(Internet	service	providers)	who	assign	you	an	IP	address	from	their	assigned	block	of	addresses.	Other	IP
address	questions	and	answers	2.	In	some	Unix-like	operating	systems,	ip	is	a	command	that	sets	or	views	information	about	a	computer's	network	configuration.	It	replaces	the	deprecated	command	ifconfig.	For	more	information	about	how	to	use	the	ip	command	in	Linux,	see	our	Linux	ip	command	reference.	3.	IP	is	an	acronym	for	ingress
protection,	which	refers	to	a	physical	device's	resistance	to	allowing	external	contaminants	such	as	dust,	water,	and	vapor,	from	entering	the	device.	The	measurement	of	this	resistance	is	referred	to	as	the	device's	IP	Rating.	4.	IP	is	an	acronym	for	intellectual	property.	The	term	refers	to	original	ideas,	documents,	and	technologies	that	were
conceived,	developed,	and	created	by	an	individual	or	organization.	It	is	often	used	in	context	of	the	property's	potential	value.	For	example,	"the	video	game	didn't	sell	well,	but	the	game	engine	and	characters'	stories	are	IP	that	will	bring	profit	to	the	company	for	years	to	come."	Binary,	CIDR,	Computer	acronyms,	External	IP	address,	ICANN,
Internal	IP	address,	Internet	address,	InterNIC,	IP	spoofing,	Localhost,	Netmask,	Network	terms,	Ping,	Protocol,	Reserved	address	space,	Subnet
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